RE: Mobile Phones and Healthy Minds
Dear parents/guardians,
A reminder of our policy on mobile phones. Pupils are not allowed to use a mobile phone during the school day. Their phones
must be kept switched off in their bags if they are even in school. As educational professionals, we understand the potential
damage that smartphones can cause, and would strongly advise you to replace such handsets with basic phones capable of calling
and texting, avoiding Apps and downloadable materials. Due to the rise in popularity of smart watches, the school stance on these
is that they should not be used for notifications, calling or texts whilst in school. This feature should be turned off and smart
watches will be treated as mobile phones if used.
If you need to contact your child during the school day, you should call the main reception on 01754 610000 and the school will
get the message to your child. For non-urgent enquiries or information, please use the enquiries@skegnessgrammar.co.uk email
address.
Teenagers need at least eight to ten hours of sleep a night for healthy development. Researchers have found poor-quality sleep
associated with late-night mobile phone use was linked to a decline in mental health, such as depressed moods and declines in
self-esteem and coping ability. As with everything, we need to teach our pupils how to use mobile phones and internet enabled
devices such as smart watches safely. We have included some guidance for managing mobile phones and internet enabled devices
below.
Manage your child’s use of internet enabled devices by:






Setting physical boundaries - do not allow mobile phones or internet enabled devices in bedrooms after a set time
Using a separate alarm clock
Turning off the Wi-Fi or putting limits on the amount of 3G or 4G data that can be used
Controlling the passwords for all devices and apps
Being good role models and putting your phone and tablet away too

Manage your child’s use of social media by:






Taking an interest in what they do online; pay particular attention to how they communicate with others. Be aware of
Apps such as Yubo where children can join live video stream
Talking about the social media sites they use and who they follow
Encouraging reporting of inappropriate content to you or a teacher
Educating children on virus’/fake news/social media hype
Agreeing house rules on when and for how long they can go online, as well as which sites they can access and what to do
if they receive inappropriate messages or material

Control what apps can be downloaded
One of the simplest ways to protect children's phone use is to manage what apps they are able to download, and then whether
they can download additional content. This prevents them from playing unsuitable games, engaging in unsuitable discussions and
spending on extras. As well as disabling app installations altogether, parents can set age limits for what apps and films are
downloaded.
Android: On Android, app downloads and purchases are done through the Google Play app. Settings can be adjusted by opening
Google Play, clicking on the Menu button in the top left corner, scrolling down and clicking on Settings which will take you to the
Parental controls menu. Here you can restrict what content can be downloaded or purchased from Google Play based on a
maturity level, and set a PIN code to stop your child from changing it back.
iOS: On iPhones, similar restrictions are found in the Settings app. Go to Settings, then General, then Restrictions. You then need
to tap ‘Enable Restrictions’ which prompts you to create a Restrictions passcode. Once you have done that you can prevent apps
from being downloaded, deleted, or set age appropriate limits.

Monitoring screen time and communications
Android and iOS: On new Android devices running 7.0 and higher and on iPhones running iOS 9 and higher, you can keep an eye
on your child's screen time by downloading the Family Link app. Once set up, you can see how much time your child spends on
their favourite apps with weekly or monthly activity reports, and set daily screen time limits.
To monitor your child's communications and keep them safe on both Andriod and iPhones you can also use the SafeToNet app.
Once downloaded onto your child's phone, it uses software which contextualises messages that they are typing and block any
inappropriate or damaging content.
How can children can get around your controls?
YouTube
Parents might have placed all the restrictions possible on phones so that your children cannot access explicit content, but they
might still be able to access this via YouTube. Apple and Android phones won’t place restrictions on what children can access on
the video sharing site, these need to be done separately under settings. If this is not done, then children can bypass parental
controls by going on YouTube to access explicit content. To counter this, you could download the YouTube Kids app, which is
meant to be a safer and simpler version of YouTube for children. It also has a suite of parental controls, so you can add restrictions.
Instagram and Snapchat
We have included some additional advice from ‘National Online Safety’ on what parents need to know about Instagram and
Snapchat. We hope this is useful, especially as most children are active users of both apps.
Passwords
It is difficult for strangers to guess someone’s password, but children will often find this easier. People tend to have very similar
passwords for their accounts and children can guess what these are, especially a four digit pin. Keep passwords different and avoid
using memorable dates and places. This will mean children can’t easily guess the password to bypass parental controls.
There are a number of parental-control programmes such as TeenSafe, NetNanny, My Mobile Watchdog, Qustodio, Mobile
Guardian, MMGuardian and OurPact. Mobile Spy and PhoneSherrif are Android only. Some anti-malware vendors also offer
control programs including Norton Family Premier, AVG Family Center, and ESET Parental Control.
Network blocking
Most British internet service providers offer age-related filtering services, which are designed to stop under 18s from seeing
harmful or inappropriate content. Mobile network operators also provide filtering, and the largest UK networks may apply it by
default to new phones. You usually have to be an age-verified adult bill payer to change this.
We have collected some research that we thought you might like to take a look at. Please note particularly, the final story. If
executives at organisations like Google and Apple are actively sending their children to schools that are tech-free, it does raise
some questions about why that might be the case.
Further reading and research:
 “Smartphones, teens, and unhappiness”, The Harvard Gazette
https://news.harvard.edu/gazette/story/2018/06/gse-phones-study/
 “Smartphones: The Dark Side”, BBC
https://www.bbc.co.uk/programmes/b0b9dzb6
 “Ban phones in schools, says minister Nick Gibb”, BBC
https://www.bbc.co.uk/news/uk-politics-47095053
 “Your Smartphone Reduces Your Brainpower, Even If It's Just Sitting There”, The Atlantic
https://www.theatlantic.com/technology/archive/2017/08/a-sitting-phone-gathers-brain-dross/535476/
 Tech bosses limit their kids’ time on smartphones: why shouldn’t we?, The Guardian
https://www.theguardian.com/commentisfree/2018/jan/12/tech-bosses-kids-time-smartphones-parents-mental-health
 A Silicon Valley School That Doesn’t Compute, New York Times
https://www.nytimes.com/2011/10/23/technology/at-waldorf-school-in-silicon-valley-technology-can-wait.html
Yours sincerely
Miss E Shelbourn
Assistant Principal/Head of Y11
Skegness Grammar School

